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OpenAir SAML Single Sign-On Overview

The OpenAir SAML Single Sign-On (SSO) feature lets you use an external identity provider service to
manage user access to your OpenAir account.

For more information about the SAML SSO feature, including a brief review of key terminology, feature
requirements and limitations, see SAML Single Sign-On.

For best practice guidelines to ensure the seamless deployment of SAML SSO on your account, see SAML
Deployment Best Practice Guidelines.

For an overview of steps required to set up and deploy SAML SSO on your OpenAir account, see
Deploying SAML Single Sign-On on Your OpenAir Account.

OpenAir Mobile supports OpenAir single sign-on. See OpenAir Mobile Apps and SAML Single Sign-On.

SAML Single Sign-On

Security Assertion Markup Language (SAML) is an OASIS open standard that supports secure
communication of user authentication, entitlement and attribute information between different
enterprise applications. It provides a method of secure integration with existing, on-site authentication
infrastructures without exposing these services to direct public access, and enables federation of user
identity across any number of additional services. SAML enables single sign-on (SS0), a scheme that
allows users to sign in to one application — the identity provider — and automatically have access

to separate applications — the service providers — without having to sign in to each of these other
applications separately.

The identity provider (IdP) validates the identity of the user and makes an SAML assertion to
authorize access to a service provider. As a user, the IdP service is often a sign-in page where you
enter your SSO sign-in details, or a dashboard you can use to access different enterprise applications.

The service provider (SP) consumes the SAML assertion and grants the user access to the
application.

The SAML assertion uses a XML-based standard to send security information that applications
working across security domain boundaries can trust.

The SP and IdP use the metadata provided during configuration to establish a circle of trust.

The OpenAir SAML SSO feature uses the SAML version 2.0 specifications. For information about the SAML
standard, refer to the OASIS website.

Important: IdP services must support SAML 2.0 and allow custom assertions to be used with
the OpenAir SAML SSO feature.

The OpenAir SAML SSO feature supports:
IdP-initiated SSO — Typically, the user goes to the IdP service, signs in, and clicks a link or a button on
the IdP page to access OpenAir. The IdP service redirects the user to OpenAir with a SAML assertion.

SP-initiated SSO — Typically, the user goes to the OpenAir sign-in page for SSO users, enters the
company ID and user ID. OpenAir redirects the user to the IdP service with an SAML request. The
IdP prompts the user to enter a password, validates the identity of the user and redirects the user to
OpenAir with an SAML assertion.

Integration with multiple identity providers.

OpenAir account administrators control who can use SAML SSO to access OpenAir.

SAML Single Sign-On OpenAir
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SAML Deployment Best Practice Guidelines

This section provides best practice guidelines for deploying SAML single sign-on (SSO) on your OpenAir
account.

For an initial SAML deployment:

Test the SAML deployment on a sandbox account. Make sure it works as expected before you
deploy SAML to your production account.

When you deploy SAML to your production account, only enable a small group of OpenAir users to
sign in using SAML SSO. Make sure it works as expected before you enable all users to login using
SAML SSO.

When changing over to a new identity provider (IdP):

Test the new IdP configuration on a sandbox account. Make sure it works as expected before you
change the IdP configuration on your production account. To discuss procuring a sandbox account
for this purpose, contact your OpenAir account manager.

Always have at least one account administrator who can sign in to OpenAir using password
authentication. This will ensure an account administrator will be able to access your account in case
there is an unexpected problem with SAML. If you enable a user to login using SAML SSO, this user
can no longer use the default password authentication method to access OpenAir.

OpenAir SAML certificates on sandbox and production environments have a finite lifetime. OpenAir
rotates SAML certificates that are about to expire. When OpenAir rotates the SAML certificates, you
must update the SAML signing and encryption certificates for the OpenAir service provider profile in
your identity provider product. See Updating the OpenAir SAML Signing and Encryption Certificates in
the Identity Provider Configuration.

G) Note: Before OpenAir rotates the SAML certificates, you will receive a proactive feature
change noatification (PFCN) with information about the dates when new certificates will become
available and previous certificates are due to expire.

Deploying SAML Single Sign-On on Your OpenAir
Account

This section gives an overview of steps required to set up and deploy SAML single sign-on (SSO) on your
OpenAir account.

Important: Make sure you review the best practice guidelines before deploying SAML SSO on
your OpenAir account or changing over to a new identity provider (IdP) — See SAML Deployment
Best Practice Guidelines.

To deploy SAML SSO on your OpenAir account

1. Configure the identity provider (IdP) for the SAML integration — Import the OpenAir service
provider metadata XML file and configure the attributes required in the SAML assertion by the
OpenAir service provider. See Configuring the Identity Provider for the SAML Integration

2. Configure the SAML Integration in OpenAir — Go to Administration > Global Settings > Account
> Integration: SAML Single Sign-On and modify the settings are required. See Configuring the
SAML Integration in OpenAir.

3. Test the SAML integration — See Testing the SAML Integration.

SAML Single Sign-On OpenAir
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4. Enable employees to sign in using SAML single sign-on — Create the saml_auth custom field
associated with the Employee entity form and check the corresponding box on the employee
demographic form for SAML SSO users. See Enabling Employees to Sign In Using SAML Single
Sign-On.

Contact OpenAir Customer Support if you have any questions or encounter any difficulties when
deploying SAML SSO on your OpenAir account. See Creating a Support Case.

OpenAir Mobile Apps and SAML Single Sign-On

OpenAir Mobile Apps, including OpenAir Mobile for iPhone and OpenAir Mobile for Android, support
SAML single sign-on. Both service provider initiated single sign-on (SP-initiated SSO) and identity provider
initiated single sign-on (IdP-initiated SSO) are supported.

For information about setting up OpenAir Mobile to sign in using SAML single sign-on, see OpenAir
Mobile 3 User Guide.

SAML Single Sign-On OpenAir
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Configuring the Identity Provider for the
SAML Integration

This section describes the information you need to configure your identity provider (IdP) product for the
SAML integration.

Important: Note the following requirements:

IdP services must support SAML 2.0. In particular IdP services must support Redirect/POST
bindings, and POST responses containing the SAML authentication assertion must be digitally
signed.

IdP services must allow custom assertions.
SAML assertion encryption is optional, but should be used.

Make sure you review the best practice guidelines before deploying SAML SSO on your
OpenAir account or changing over to a new identity provider (IdP) — See SAML Deployment
Best Practice Guidelines.

The following IdP configuration steps are required before SAML authentication assertions can be
exchanged between the IdP and the OpenAir service provider (SP). Specific IdP products may require
custom configuration — refer to the IdP product documentation for details.

1. Import the OpenAir service provider (SP) metadata — See OpenAir SAML Metadata.

2. Configure the assertion attributes required by the OpenAir SP — Either of the attribute
NameID or user_nickname must be included in the SAML assertion. See SAML Assertion Attributes.

3. Download the IdP metadata XML file — You will need to upload the IdP metadata XML file
when configuring OpenAir to work with the IdP service, or when you need to update the metadata
(after a new security certificate for your IdP service, for example).

OpenAir SAML certificates on sandbox and production environments have a finite lifetime. OpenAir
rotates SAML certificates that are about to expire. When OpenAir rotates the SAML certificates you must
update the SAML signing and encryption certificates for the OpenAir service provider profile in your
identity provider product. See Updating the OpenAir SAML Signing and Encryption Certificates in the
Identity Provider Configuration.

This guide includes steps to set up the following identity provider products with OpenAir SAML SSO.

Important: The third party product setup steps are given for illustration purposes only.
OpenAir does not support specific identity provider products or product versions. Refer to the
product documentation for your identity provider for detailed and updated instructions. For
additional questions about setting up your identity provider, please contact the Support services
for your identity provider product.

Configuring Microsoft AD FS 3.0 for the SAML Integration
Configuring Microsoft Entra ID for the SAML Integration

SAML Single Sign-On OpenAir
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OpenAir SAML Metadata

The first step in configuring the identity provider (IdP) service for the SAML integration is to create a
service provider (SP) profile for OpenAir.

OpenAir generates a unique SAML Entity ID (metadata URL) and Assertion Consumer Service URL for
each identity provider profile you create. To find the correct Entity ID and Assertion Consumer Service
URL to use in the SP profile for OpenAir, go to Administration > Global Settings > Account > Integration:

SAML Single Sign-On and do one of the following:

Click the name of the identity provider profile, if a profile exists for the identity provider.
Add a profile for the identity provider, if a profile does not already exist. See Adding a New Identity
Provider Profile.

The Identity provider profile form appears and shows the Entity ID (metadata URL) and Assertion
Consumer Service URL under the Service Provider section.

# Service Provider

Entity ID
https:/fauth_openair com/sso/metadata/

Assertion Consumer Service (ACS) URL
https:/fauth.cpenair com/sso/acs/

SAML Assertion Attributes

After you have created a service provider (SP) profile for OpenAir and imported the OpenAir SAML
metadata into your IdP service, you need to ensure that SAML assertions contain the required attributes
with the appropriate OpenAir sign-in identifiers.

This following table lists both required and optional assertion attributes and the OpenAir sign-in
identifiers they map to.

Attribute Required / Description
Optional
NameID Required OpenAir User ID — The unique user identifier (Employee ID on the

employee demographic form in OpenAir).

Important: Depending on your IdP configuration, you may
not be able to map NameID to the source attribute containing the
OpenAir User ID. For example, the IdP service may use NameID as a
transient identifier for session management. If this is the case:

The assertion must contain both NameID and user_nickname
attributes.

Use user_nickname to send the OpenAir User ID in the SAML
assertion.

user_nickname Optional If specified, user_nickname takes precedence over NameID for identifying the
user. You can use user_nickname to send the OpenAir User ID in the SAML
assertion if NameID cannot be used.

SAML Single Sign-On OpenAir
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@ Note: The attribute account_nickname is no longer required. The OpenAir SAML endpoint is
unique to your OpenAir account and to each IdP profile.

Updating the OpenAir SAML Signing and
Encryption Certificates in the Identity Provider
Configuration

SAML signing and encryption certificates provide additional security when using SAML single sign-on
(SSO) authentication to access OpenAir. SAML signing and encryption uses public keys, or certificates, to
verify data sent between the OpenAir service provider (SP) and the identity provider (IdP). The IdP uses
the signing certificate to verify the signature sent by the OpenAir SP during the authentication request.
The IdP uses the encryption certificate to conceal the content in the return response (assertion) to the
OpenAir SP.

OpenAir SAML certificates on sandbox and production environments have a finite lifetime. OpenAir
rotates SAML certificates that are about to expire.

When OpenAir rotates the SAML certificates, you must retrieve SAML certificate information from your
OpenAir account, save it in the correct format and import it in to your identity provider product on the
service provider profile you created for this OpenAir account.

Important: Do not download the SSL certificate from your browser header. SAML certificates
are distinct from SSL (TLS) certificates. SSL certificates apply to the browser you use to access
OpenAir and they are configured and maintained by the server.

Before OpenAir rotates the SAML certificates, you will receive a proactive feature change
notification (PFCN) with information about the dates when new certificates will become available
and previous certificates are due to expire.

To update the OpenAir SAML signing and encryption certificates in your identity
provider configuration:

1. In OpenAir, go to Administration > Account> Integration: SAML Single Sign-On > [Select the active
identity provider profile].

The identity provider profile form opens.

2. (Click the link under Entity ID.

2 Service provider

Entity ID
https://auth.openair.com/sso/metadata/
ClicK Tink to fetch OpenAlIr service provider metadata.

The OpenAir SAML metadata associated with the identity provider profile appears.
3. Right-click anywhere on the page and select View Page Source from the context menu.

The page source appears.

SAML Single Sign-On OpenAir
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© . </ds:X5@9Certificate>

</ds:X5@9Data>

</ds:KeyInfo>

</md:KeyDescriptor>

4. Copy the text between the <ds:X509Certificate> and </ds:X509Certificate> tags.

Make sure that you select the entire certificate text and only the certificate text before you copy
it to your clipboard. Do not select any of the characters in the <ds:X509Certificate> and </
ds:X509Certificate> tags.

5. Paste the content of the clipboard into a text editor.

6. Insert the following certificate header on a separate line at the top.

8. Save the file. Use the file extension .pem or .crt depending on the file extension required by the
identity provider product for SAML certificates.

SAML Single Sign-On OpenAir
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9. Inyour identity provider product, go to the service provider profile you set up for your OpenAir
account and import the PEM or CRT SAML certificate file for OpenAir under both the Signing
certificate and Encryption certificate sections.

Configuring Microsoft AD FS 3.0 for the SAML
Integration

This section provides the steps to set up Microsoft Active Directory Federation Service (AD FS) 3.0 to
provide single sign-on (SSO) access to OpenAir using the OpenAir SAML SSO feature.

SAML Single Sign-On OpenAir
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Important: The following configuration steps are given for illustration purposes only.
OpenAir does not support specific identity provider products or product versions. The following
steps may not reflect the latest identity provider product version. Refer to Microsoft product
documentation for detailed and updated instructions about Microsoft ADFS. For additional
questions about setting up Microsoft ADFS, please contact Microsoft Support.

To Configure Microsoft AD FS 3.0 for the SAML Integration:

1. Make sure that you have installed the following patch on your AD FS server:
Windows Server 2012 (R2) — KB3003381
This patch fixes the incorrect MSIS0038 error reported in AD FS 2.0 and AD FS 3.0.
2. Install AD FS 3.0 on Windows Server.
3. Download the AD FS metadata XML file from the following location:
https://<your_federation_server_name>/federationmetadata/2007-06/federationmetadata.xml
4. In AD FS 3.0, open the Add Relying Party Trust Wizard. Click Start.

5. On the “Select Data Source” step, select Import data about the relying party published online
or on a local network, and enter the Federation metadata address (host name or URL):

https://auth.sandbox.openair.com/sso/metadata/<unique_ref generated by OpenAir>, if testing
the SAML deployment on a sandbox OpenAir account.

https://auth.openair.com/sso/metadata/<unique_ref generated_by OpenAir>, if deploying SAML
SSO on a production OpenAir account.

@ Note: Examples in this help topic use a sample metadata URL generated for a sandbox
account. To set up AD FS SSO with your production or sandbox account, replace the URL
with the unique Entity ID generated by OpenAir on the identity provider profile you created
for Microsoft AD FS 3.0 on your OpenAir account. See OpenAir SAML Metadata.

Click Next.
= ADFS oac )
W File Action View Window Help
| & 7] % Add Relying Party Trust Wizard -
4 ADFS
» [ Service Select Data Source T "

[ Trust Relationships
Steps

@ Welcome

| Claims Provider Trusts| i Relying Party Trust.
3 Relying Party Trusts

~| Attribute Stores

Select an option that this wizard will use to obtain data about this relying party:

@® Import data aboti the relying party published online or on a local network Non-Claims-Aware Relying Party Trus...

& Select Data Source
4[] Authentication Policies
* Per Relying Party Trust

@ Choose Issuance
Authorization Rules

® Readyto Add Trust
® Firish

® Corfigure Mutifactor
Authentication Now?

Use this option to import the necessary data and certficates from a relying party organization that publishes
its federation metadata orline or on  local network

Federation metadata address host name or URL):

https//auth.sandbox.openair.com/sso/metadata

Example: fs.contosa.cam or htps://www cantosa.com/app

O Import data about the relying party from a file
Use this option to import the necessary data and certificates from a relying party organization that has
exported fts federation metadata to afile. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location

O Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization

<Provious | [ Med> | [ Cancel |

»
Window from Here

esh

P
nairi.com =
ate from Federation Metadata...

Claim Rules..

ble

perties

Ete

P

n >

Action: In progress.
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The following warning appears: “AD FS Management: Some of the content in the federation
metadata was skipped because it is not supported by AD FS. Review the properties of the trust
carefully before you save the trust to the AD FS configuration database.”

Click OK

On the “Specify Display Name” step, enter a Display name for the Relying Party Trust, and click
Next.

On the “Configure Multi-factor Authentication Now?” step, select I do not want to configure
multi-factor authentication settings for this relying party trust at this time, and click Next.

On the “Choose Issuance Authorization Rules” step, select the option permitted by your company’'s
policies or preferences then click Next.

On the “Ready to Add Trust” step, click Next.
On the “Finish” step, clear the Open the Edit Claim Rules dialog... box, and click Close.

In AD FS, go to Relying Party Trusts, right-click the display name you entered for the OpenAir SAML
endpoint, and click Properties.

Relying Party Trusts

Display Mame Enabled Type ldentifier
Device Registration Service Yes WS5-T... umme-drs:adfs 1.netsuite openai
-- Yes WS5-T... = + = - -

sandbox openair.com

Update from Federation Metadata...
Edit Claim Rules...
Disable

Delete

Help

On the Monitoring tab, clear the Monitor relying party box, and click Apply.
On the Encryption tab, click Remove, then click Yes to confirm.
On the Signature tab, verify that a certificate still appears in the list.

On the Identifiers tab, verify that Relying party identifiers includes the relevant OpenAir metadata
URL:

https://auth.sandbox.openair.com/sso/metadata/ <unique_ref generated_by OpenAir>, if testing
the SAML deployment on a sandbox OpenAir account.

https://auth.openair.com/sso/metadata/<unique_ref generated_by OpenAir>, if deploying SAML
SSO on a production OpenAir account.

SAML Single Sign-On OpenAir
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@ Note: Examples in this help topic use a sample metadata URL generated for a sandbox
account. To set up AD FS SSO with your production or sandbox account, replace the URL
with the unique Entity ID generated by OpenAir on the identity provider profile you created
for Microsoft AD FS 3.0 on your OpenAir account. See OpenAir SAML Metadata.

sandbox.openair.com Properties -

Organization | Endpoints I Proxy Endpoints I MNotes I Advanced
Monitoring | Identifiers | Encryption | Signature I Accepted Claims

Specify the display name and identifiers for this relying party trust.

Display name:

|sandbm(.openair.com

Relying party identifier:

| | [ 2ad
Example: https:/fs contoso .com/adfs/services./trust

Relying party identifiers:
https:/fauth.sandbox.openair.com/sso/metadata/t Remove

ok ][ Coon ] [ o]

16. On the Endpoints tab, verify that the list of SAML Assertion Consumer Endpoints includes the
relevant OpenAir SAML endpoint:

URL: https://auth.sandbox.openair.com/sso/acs/<unique_ref generated by OpenAir> — Index:
1 — Binding: POST, if testing the SAML deployment on a sandbox OpenAir account.

URL: https://auth.openair.com/sso/acs/ <unique_ref generated_by OpenAir> — Index: 1 —
Binding: POST, if deploying SAML SSO on a production OpenAir account.

@ Note: Examples in this help topic use a sample Assertion Consumer Service URL
generated for a sandbox account. To set up AD FS SSO with your production or sandbox
account, replace the URLs with the unique Assertion Consumer Service URL generated
by OpenAir on the identity provider profile you created for Microsoft AD FS 3.0 on your
OpenAir account. See OpenAir SAML Metadata.

Monitoring Identifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Notes Advanced

Specify the endpoints to use for SAML and WS-FederationPassive protocols.

URL Index  Binding
SAML Assertion Consumer Endpoints
https://auth sandbox .openair.com/sso/ " & 1 POST
17.  Click OK.

18.  Set up claim rules to ensure that SAML assertions contain the required attributes with the
appropriate OpenAir sign-in identifiers. See Creating Claim Rules to Send OpenAir Sign-In
Identifiers as SAML Assertion Attributes.

19. To test your connection, open a web browser and go to the following web address:

https://<your_federation_server_name>/adfs/1ls/IdpInitiatedSignOn.aspx

SAML Single Sign-On OpenAir
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Creating Claim Rules to Send OpenAir Sign-In Identifiers as

SAML Assertion

Attributes

The type and configuration of claim rules you use depend on the values used to populate the SAML
assertion attributes (or outgoing claim type), as well as any convention used for the OpenAir User ID in
your company. This guide provides steps for the following examples:

NameID— If the OpenAir User ID is the same as the user’s Active Directory email address, create two
rules and map it to the NameID assertion attribute. See Mapping the Active Directory Email Address to
the NamelD Assertion Attribute.

The attribute account_nickname is no longer required. The OpenAir SAML endpoint is unique to your
OpenAir account and to each identity provider profile.

For general guidelines about SAML assertion attributes expected by OpenAir, see SAML Assertion

Attributes.

To create a claim rule:

1. In AD FS, go to Relying Party Trusts, right-click the display name you entered for the OpenAir SAML

endpoint, and click Ed

it Claim Rules....

2. (Click Add rule.... The Add transform claim rule wizard appears.

3. Choose Rule Type page — Select the appropriate Claim rule template, and click Next.

I

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Add Transform Claim Rule Wizard 3

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Pass Through or Filter an Incoming Claim W

Send LDAP Attributes as Claims
Send Group Membership as a Claim

Transform an Incoming Claim
i coming claims
Send Claims Using a Custom Rule claim type.
at will send all incoming group claims. You
can also use this nule to send only UPN clalms that end with “@fabrikam”. Muttiple claims with the same
claim type may be emitted from this nule. Sources of incoming claims vary based on the rules being edited.
For more information on the sources of incoming claims, click Help.

< Previous | Next > | | Cancel

To use values from attributes in Lightweight Directory Access Protocol (LDAP) attribute store
and associate a claim type with each of the LDAP attributes, use Send LDAP Attributes as

Claims.

To use a value from an incoming claim type and map it to a different claim type or map its claim
value to a new claim value in the outgoing assertion, use Transform an Incoming Claim. For
example, you can use this template to use the value from the E-mail Address from an incoming
claim type and map it to the Name ID outgoing claim type, if this is what you use as OpenAir

User ID.

To use more advanced options and write a custom rule in AD FS claim rule language, use Send

Claims Using a Cu

stom Rule.

4. Configure Claim Rule page — Enter a Claim rule name, and other claim rule configuration
settings. These settings depend on the chosen claim rule template.

SAML Single Sign-On

OpenAir
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5. Click Finish.

Mapping the Active Directory Email Address to the NamelD
Assertion Attribute

If the OpenAir User ID is the same as the user’s Active Directory email address, you can create two rules
to get the email address and map it to the NameID assertion attribute.

To map the AD email address to the NamelD assertion attribute:

1. Create a claim rule using the Send LDAP Attributes as Claims template and use the following
steps on the Configure Claim Rule page. See Creating Claim Rules to Send OpenAir Sign-In
Identifiers as SAML Assertion Attributes.

a. Click the Attribute store dropdown, and select Active Directory.
b. Click the cell under LDAP Attribute, and select E-Mail-Addresses.
c. Click the cell under Outgoing Claim Type, and select Name ID.

| Add Transform Claim Rule Wizard I

Configure Rule

Steps ‘You can configure this rule to send the values of LDAP attibutes as claims. Select an attribute store from
@® Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
izssued from the rule.
@ Configure Claim Rule
Claim rule name:

Get E-mail address

Rule template: Send LDAP Atributes as Claims

Attribute store:

Active Directory W

Mapping of LDAP attibutes to outgoing claim types:

LDAP Attribute (Select ortype to
add more)

E-Mail-Addresses E-Mail Address v

(2 W W

Outgoing Claim Type {Select or type to add more)

£

| < Previous || Finish || Cancel |

2. Create a claim rule using the Transform an Incoming Claim template and use the following steps
on the Configure Claim Rule page. See Creating Claim Rules to Send OpenAir Sign-In Identifiers as
SAML Assertion Attributes.

a. Click the Incoming claim type dropdown, and select E-Mail Address.
b. Click the Outgoing claim type dropdown, and select Name ID.
c. Click the Outgoing name ID format dropdown, and select Unspecified.

d. Select Pass through all claim values.

SAML Single Sign-On OpenAir
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

Configuring Microsoft AD FS 3.0 for the SAML Integration | 14

Add Transform Claim Rule Wizard -

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whiether the claim value should be mapped to a new claim value.

Claim rule name:

Email to Mame|D|

Rule template: Transform an Incoming Claim

Incoming claim type: | E-Mail Address W |
Unspecified

Outgoing claim type: |Name D v |

Outgoing name |0 format: |Unspeciﬂed v |

(®) Pass through all claim values

) Replace an incoming claim value with a different outgoing claim value

Browse...

() Replace incoming e-mail suffic claims with a new e-mail suffic

< Previous | | Finish | | Cancel

Configuring Microsoft Entra ID for the SAML

Integration

This section provides the steps to set up Microsoft Entra ID, formerly known as Microsoft Azure AD, to
provide single sign-on (SSO) access to OpenAir using the OpenAir SAML SSO feature.

Important: The following configuration steps are given for illustration purposes only.
OpenAir does not support specific identity provider products or product versions. The following
steps do not reflect the latest identity provider product version and still refer to the product name
at the time these steps were written and tested. The Refer to Microsoft product documentation
for detailed and updated instructions about Microsoft Entra ID. For additional questions about
setting up Microsoft Entra ID, please contact Microsoft Support.

Microsoft Azure AD Premium is required. The Free and Basic versions of Microsoft Azure AD only
support preconfigured attributes in the SAML assertion and do not let you define the custom
attribute user_nickname required by the OpenAir service provider.

To configure Microsoft Azure AD for the SAML integration

1. Signin to the Azure Portal using your Azure Active Directory administrator account.

2. Browse to Azure Active Directory > Enterprise Applications > New application > Non-gallery
application. The Add your own application pane displays.

SAML Single Sign-On
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3. Enter a Name for the application ("OpenAir Sandbox” or “OpenAir Production”, for example) and
click Add. The Application Overview screen displays.

2gories X Add an application #* X Add your own application (=]

New 1

Add your own app * Name ®
OpenAir Sandbox -]
it (276 I
Dashboard menagement (216) mmE sppication ERY On-premises mEE Non-gallery
B you're W’ application @ application

& Al resources pion (384)

developing

Integ

¥ Resource groups

& App Services

R 501 databases Supports: @
Add from the gallery SAML-based single sign-on
ices (136) Learn more

# SQL data warehouses

& Azure Cosmos DB Enter a name

rrrrrrrrr a0s) Automatic User Provisioning with SCIM
Learn more

4 Load balancers rce (72) Featured applications

[ — . Password-based single sign-on
Learn more

B Virtual machines

Virtual networks 246
6)
@ Azure Active Directory “

nnnnnnnnnnnnnn

4. Click Single sign-on on the left hand side pane, and select SAML. The SAML-based sign-on
configuration screen displays.

5. Enter Basic SAML Configuration settings:

Identifier (Entity ID) — Enter the Entity ID generated by OpenAir on the identity provider
profile you created for Microsoft Azure on your OpenAir account.

https://auth.sandbox.openair.com/sso/metadata/ <unique_ref_generated_by_OpenAir>
(Sandbox account)

https://auth.openair.com/sso/metadata/ <unique_ref generated_by_OpenAir> (Production
account)

Reply URL (Assertion Consumer Service URL) — Enter the Assertion Consumer Service URL
generated by OpenAir on the identity provider profile you created for Microsoft Azure on your
OpenAir account.

https://auth.sandbox.openair.com/sso/acs/<unique_ref generated_by OpenAir> (Sandbox
account)

https://auth.openair.com/sso/acs/<unique_ref generated_by OpenAir> (Production account)

@ Note: Examples in this help topic use sample Entity ID and Assertion Consumer
Service URL generated for a sandbox account. To set up Microsoft Azure with your
production or sandbox account, replace the URLs with the unique Entity ID and
Assertion Consumer Service URL generated by OpenAir on the identity provider profile
you created for Microsoft Azure on your OpenAir account. See OpenAir SAML Metadata.

Leave the optional fields Sign on URL and Relay State blank.

SAML Single Sign-On OpenAir
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Basic SAML Configuration

Values for the fields below are provided by OpenAir Production. You may either enter those values manually, or upload a pre-
configured SAML metadata file if provided by OpenAir Production. Upload metadata file.

|E Upload

* Identifier (Entity ID) @ | https://auth.sandbox.openair.com/sso/metadata,’ |

* Reply URL (Assertion | https://auth.sandbox.openair.com/sso/ |
Consumer Service URL) @

< Set additional URLs

Signon URL @ | |

Relay State @ | |

6. Add the User Attributes & Claims user_nickname:
1. Click Add new claim.
2. Enter the Name user_nickname.

3. From the Source attribute dropdown, select the source attribute containing the OpenAir
User ID.

4. Click Save. The attribute user_nickname is now listed in the table.

5. Delete all other attributes & claims that can be deleted.

User Attributes & Claims O X

+ Add new claim

Mame identifier value: user.userprincipalname :’;
CLAIM NAME VALUE
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname

http/schemas xmisosp.org/ws/2005/05/id]  Mlanage user claims x

http://schemas.xmlsoap.org/ws/2005/05/id

* Name | account_nickname |
MNamespace | |
Source .é. Attribute ':' Transformation

* Source attribute | ~ |

SAML Single Sign-On OpenAir
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7. Review the SAML Signing Certificate and download the Metadata XML file. OpenAir Customer
Service or OpenAir Professional Services will need the Metadata XML file to enable the SAML
feature or change the SAML settings on your account.

8. Click Users and groups on the left hand side pane and assign users and group to this SAML
application. Azure AD will not issue a token allowing a user to sign in to the application unless
Azure AD has granted access to the user. Users may be granted access directly, or through a group
membership. To assign a user or group to your application, click the Assign Users button. Select
the user or group you want to assign, and click the Assign button.

SAML Single Sign-On OpenAir
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Configuring the SAML Integration in
OpenAir

The SAML integration administration page becomes available after the feature is enabled. To view or
change the SAML integration settings for your OpenAir account, go to Administration > Global Settings >
Account > Integration: SAML Single Sign-On.

You can configure the OpenAir SAML Single Sign-On feature to work with multiple identity providers. The
list on the SAML integration administration page lets you manage the profile and upload the metadata for
each identity provider.

The OpenAir SAML Single Sign-On feature lets you:

Configure the OpenAir SAML Single Sign-On feature to work with multiple identity providers.

Important: Multiple identity provider support is currently available only for identity provider
initiated single sign-on.

Review configured identity providers from a list view. To view the list of identity provider profiles for
your OpenAir account, go to Administration > Global Settings > Account > Integration: SAML Single
Sign-On.

Add identity provider profiles. See Adding a New Identity Provider Profile.
Delete identity provider profiles. See Deleting an Identity Provider Profile.
Change identity provider profiles:

Set or change the profile details and upload the SAML metadata file for each identity provider as
and when required.

Set any identity providers as active. Only active identity providers can be used for service provider
or identity provider initiated single sign-on.

Select one default identity provider. If the default identity provider is configured to be used with
service provider initiated single sign-on request, it will serve as the identity provider when using the
OpenAir sign-in page for single sign-on users.

See Changing Profile Details or Upload the Metadata for an Identity Provider.

View audit trail information for all identity provider profiles. See Viewing Audit Trail Information for
Identity Provider Profiles.

Integration: SAML Single Sign-On T - All H Untitled*

SAML Identity Provider meta-data = Service Provider initiated SSO

Google Expires on Dec 01, 2022 09/08/22 07:14 AM selfservice1_30880.xmi
Legacy profile Expires on Nov 01, 2022 09/08/22 07:14 AM

OKTA Expires on Jan 01, 2022 09/08/22 07:15 AM selfservice1_10880_single_line...

Adding a New Identity Provider Profile

You can add new identity provider profiles and configure the OpenAir SAML Single Sign-On feature to
work with multiple identity providers.

SAML Single Sign-On OpenAir
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To add a new identity provider profile:

Go to Administration > Global Settings > Account > Integration: SAML Single Sign-On.
Click the Create button then New Identity provider.
The Identity provider profile form appears.

Enter an Identity provider name and all other profile details. Upload the metadata for the identity
provider. For more information about the profile details on the form, see Changing Profile Details
or Upload the Metadata for an Identity Provider.

Deleting an Identity Provider Profile

You can delete obsolete identity provider profiles at any time.

Important: The identity provider profile marked as Default

To delete an identity provider profile:

Go to Administration > Global Settings > Account > Integration: SAML Single Sign-On.
Click the name of the identity provider profile you want to delete.

The Identity provider profile form appears.

Click Delete.

Click OK to confirm

Changing Profile Details or Upload the Metadata
for an Identity Provider

You can change the profile details and upload the metadata for each identity provider on the SAML single
sign-on integration administration page at any time.

To change profile details or upload the metadata for an identity provider:

1.

Go to Administration > Global Settings > Account > Integration: SAML Single Sign-On.
Click the name of the identity provider profile.

Change all profile details and upload the metadata for the identity provider as required. The form
includes the following information:

Identity provider name — (Required) Enter a name for the identity provider profile.

SAML identity provider metadata — To upload or change the metadata for the identity
provider, click Choose and select the SAML metadata file from your computer. The selected
document will be uploaded when you save the form. The file must be a valid XML document to
be uploaded and must be a valid SAML 2.0 metadata file for SAML SSO to work.

Active identity provider — Check the box to mark the identity provider profile as active. Only
active identity providers can be used for service provider or identity provider initiated single
sign-on.

Default identity provider — Check the box to mark the identity provider profile as the new
default profile. There can only be one default profile at any one time. If none of the existing
profiles are marked as default, the legacy profile is the default profile.

Notes — Enter any relevant notes for the identity provider profile.

SAML Single Sign-On OpenAir
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Service Provider | Entity ID — (Read only) This is generated automatically by OpenAir. This is
OpenAir service provider Entity ID. Click the link to fetch the SAML metadata for OpenAir service

provider. You will need this information when configuring the identity provider service for the
integration.

Service Provider | Assertion consumer service (ACS) URL — (Read only) This is generated

automatically by OpenAir. You will need this information when configuring the identity provider
service for the integration.

Protocol Settings | Enable service provider initiated SSO — Check this box to enable this
identity provider profile to be used for service provider initiated single sign-on (SP-initiated

SSO). The identity provider profile must also be set as the default profile to be used for service
provider initiated SSO.

Important: An identity provider profile can only be used for service provider initiated
single sign-on if both the following conditions are met:

The identity provider profile is the default identity provider profile.
The Enable service provider initiated SSO box is checked.

The OpenAir sign-in page for single sign-on users cannot be used to sign in to OpenAir
otherwise.

Protocol Settings | Enable Service Provider Initiated SSO ForceAuthn — Check this

box to include the ForceAuthn flag in service provider initiated requests. ForceAuthn is an
optional SAML feature that acts as a signal to the identity provider to require some form of
user interaction when handling the request, overriding the usual implicit assumption that it is
acceptable to reuse authentication state from an earlier request. The effect depends on the
identity provider service and configuration.

Cancel Delete

General # General

Service Provider Identity Provider name *

Protocol settings Okta

SAML Identity Provider meta-data

Choose file | No file chosen

[ Active Identity Provider

[J Default Identity Provider
Defaulis to oldest provider if no other is set. Only one can be set at a time

Notes

=~

# Service Provider

Entity ID
https://auth.openair.com/sso/metadata

Assertion Consumer Service (ACS) URL
hitps://auth.openair com/sso/acs!

=

% Protocol settings

0 Enable Service Provider initiated SSO

[J Enable Service Provider initiated SSO ForceAuthn
Enable OpenAir Service Provider initiated Single Sign-On (SS0)

Send ForceAuthn flag in SP-initiated SSO requests. Efiect depends on 1dP vendor
and configuration
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Viewing Audit Trail Information for Identity Provider
Profiles

Account administrators can view audit trail information directly on the identity provider profile form.
The audit information appears in a popup window. The audit log is in a plain text format displaying the

user who made the change, what was changed, the date the change was made, and what the value was
changed to.

@ Note: The audit trail information includes an oa_uid field. This is the internal ID of the user who
made the change in the OpenAir Identification Authentication Service, and is different from the
internal ID of the user in OpenAir.

Important: The audit trail information is available on the identity profile form only if the Quick

Audit Trail for Global Settings feature is enabled for your account. To enable this feature, contact
OpenAir Customer Support.

For more information about the Quick Audit Trail for Global Settings feature, see Optional
Features and Security.

To view audit trail information for an identity provider profile:

1. Go to Administration > Global Settings > Account > Integration: SAML Single Sign-On.
2. Click the name of the identity provider profile.
3. Click the audit trail icon g next to the Identity provider name field.

A popup window appears showing the audit trail information.

Identity Provider
General
Cancel Delete @
Service Provider
Protocol seftings #« General

Identity Provider name *

[ [elf service profile ]

Identity Provider Audit Trail : Self service profile (vrYtoP_ITRGKisfoyaxLKw)

C,2023-02-06 04:21:28 user:JAdmin

oa_uid:28 db_id-2 name:Test active:0 default0 setfings.force_authn,'0F settings saml_idp_filename MULL, settings.sp_sso_enable,'D"
U.2023-02-06 04:22:18 user:JAdmin

oa_uid:28 name: Test active: 0, default-0_setiings sami_idp_filename 'FederationMetadata. xml', settings. saml_idp_metadata,'changed'
U, 2023-02-06 04:23:46 userJAdmin oa_uid-28 name:Self service profile active:0, defaultd
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Testing the SAML Integration

After you enable the SAML Single Sign-On (SSO) feature for your OpenAir account and you configure at
least one identity provider (IdP) service, create an identity provider profile in OpenAir, and upload the
identity provider metadata, use the following steps to test the SAML integration.

To test the SAML integration:

1. Go to Administration > Global Settings > Account > Integration: SAML Single Sign-On.

2. Click the name of the identity provider profile you want to test.
3. Click the Tips menu, then click the following links:

Test <IdP_profile_name> SP-initiated SSO — Click this link to test the service provider initiated
SSO

O Note: This link only shows if the Active identity provider, Default identity provider,
and Enable service provider initiated SSO boxes are all checked.

Test <IdP_profile_name> IdP-initiated SSO — Click this link to test the identity provider
initiated SSO. A window appears. Enter the URL for IdP-initiated SSO and click Test IdP SSO.

@ Note: This link only shows if the Active identity provider box is checked.

SAML Single Sign-On OpenAir



Enabling Employees to Sign In Using SAML Single Sign-On | 23

Enabling Employees to Sign In Using SAML
Single Sign-On

After the SAML Single Sign-On (SSO) feature is enabled for your OpenAir account and you have
configured the identity provider (IdP) service and OpenAir, you can enable your users to login using SAML
Single Sign-on (SSO). To do so, you need to add a setting on the employee demographic form using a
custom field.

To enable employees to sign in using SAML single sign-on:

1. In OpenAir, go to Administration > Global settings > Custom fields.
2. (lick the Create button and select New Custom field. The New Custom field form appears.

3. Select 'Employee’ from the Add a custom field to dropdown list and ‘Checkbox’ from the Type of
field to add dropdown list. Click Continue.

4. Enter the Field name saml_auth, check the Active box, enter the Display name SAML
Authentication. Enter a Description and Hint if required. Click Save.

Global Settings Custom fields

Cancel

For: Employee, Checkbox field

Field name*
[saml_auth | M Active

Required, no spaces allowed

Description
[SAML Authentication

Description of this custom field

Display name®
[SAML Authentication
“ou must enter a title to dizplay on forms

Hint
[Check to enable SAML SSO and disable the default password authenticatior]
Hint text will display on forms

Important: The Field name must be set to saml_auth.

5. Go to Administration > Global Settings > Users > Employees > [Select an Employee]. The Employee
Demographic form should now include the SAML Authentication box.

6. To enable SAML Authentication for an employee, check the SAML Authentication box on the
employee demographic form.

SAML Single Sign-On OpenAir



Enabling Employees to Sign In Using SAML Single Sign-On | 24

Important: After you have enabled SAML Authentication for an employee, this
employee will no longer be able to use the standard password authentication method to
access OpenAir. Make sure you keep the SAML Authentication disabled for at least one
administrator account for troubleshooting purposes.

SAML authentication is mutually exclusive with two-factor authentication (2FA). Saving
the form returns an error if both the Two-factor authentication required and SAML
Authentication [saml_auth] boxes are checked. For more information about 2FA, see the
help topic Two-Factor Authentication.

v Tip: You can use the bulk employee change wizard to copy the value of the saml_auth field
to other user records on your OpenAir Account.

See Administrator Guide under Home > Home > Wizards > Making Changes to Multiple
Employee Records at the Same Time.
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Creating a Support Case

If you are experiencing difficulties with OpenAir or would like to enable an optional feature, go to
SuiteAnswers through your OpenAir account and create a support case.

Our support staff and engineers will work with you to find a solution to your problem.

Important: Be sure to review the Support Usage Best Practice Guidelines, Case Severity
Definitions and Case Resolution Overview before you submit a support case or call the Support
team.

As a part of the support case creation process you will be presented with existing answers that
may solve your problem. Take a moment to view the available answers before proceeding to
create a support case.

To create a support case:

1. Signin to your OpenAir account and select Support from the User Center menu.

KG

Kathryn Glass

Change Filter set
My profile
Personal settings
Password

Help Center

Support

Loginas...

Log out -

1w

2. C(lick Go to SuiteAnswers.
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Support o e

G

= Suite/A
Have Questions? We have SuiteAnswers.
Avallabie to all NetSuit of
help , best practices, and training the entire
Netsuite product range including SuiteAps.
With O
e serve support with access to NetSuite ot
o
T New Release
Expenses Welcome to

Release 2023.2 mm——

Upgrade Phase: 20252 50
Upgrade pate:  23-0-07 -
-

Openéir Netsuite Connector

Project Center Global
Swch between viewing cost or time nformation inthe project center view 1o get reportand oiDC Provider hod for the
uuuuuuuu vour profect. receipt ist. Use Inline-ediin to modify project properties i project s and the openair <
1 wh € name which st view P s features.
position. and with a booking grid that ollows your preferred frst day of the week layout and functionalry. export bookings esource allocations. Enable autorecorery for

credit note [negar

=| % RO L.a

Training Resources User Forum

3. On the OpenAir SuiteAnswers website, click Contact Support Online.

‘ Submit a Case

Ask a question and submit a case
online.

e e
Contact Support Online

4. Enter keywords corresponding to the question or problem you want to resolve and click Search.

r

Enter keywords related to your question.

@ Note: If you do not have a question but need a feature enabled, for example, click Search.

5. Oftentimes, the answer to your question will be displayed. If you still want to create a support case,
click Continue to Create Case.
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r

Enter keywords related to your question.

We found the following answers that may help with your question. Click any answer to read it in a new window.

Continue to Create Case...

Question Answered, Thanks!

6. Fill out the Create Case form and then click Submit. You will receive an email confirmation with

your support case reference (OpenAir Customer Care #).

Important: Review the Case severity definitions and always use the appropriate case
severity when submitting a case. See the help topic Case Severity Definitions.

Using the appropriate case severity helps OpenAir Customer Support prioritize between
cases. Otherwise, OpenAir Customer Support need to evaluate the true urgency of each
case, which slows down the response time to all cases.

Create Case

What would you like to do? =

Case Severity *

Subject =

Question *

Product Area =

Feature Please select a Product first

Attach Document
Email = meollins@netsuite.com

Phone (Optional)

You can expand this section to review the description of each Case Severity.If you need to change the
Case Severity, please provide specific details regarding the nature of the severity.

[——

@ Note: An asterisk * indicates a required field.

SAML Single Sign-On
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